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Overview
RedBeam RFID is a flexible platform for deploying and managing Radio Frequency Identification (RFID) across the enterprise. With RedBeam RFID, organizations can automatically capture information about items and people critical to operations to gain insights, improve processes, and enhance customer experiences. 
This comprehensive web-based software solution allows for the control and collection of data from both mobile and fixed portal RFID readers.

RedBeam RFID supports mobile RFID readers from leading RFID hardware manufacturers including:
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      Zebra TC/RFD40 Sled             Zebra TC/RFD90 Sled
                    EM45 RFID
RedBeam RFID supports fixed RFID readers from leading RFID hardware manufacturers including:
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Multiple RFID antennas can connect to a single fixed RFID reader enabling users to associate a single reader with multiple read zones.
The browser-based interface makes it easy to configure connected RFID hardware, define read zones, and generate real-time dashboard views by item or location.
RFID Tags and Tag Encoding

When first deploying RedBeam RFID, users must decide to configure the RFID EPC values to display in either Hex, ASCII or SGTIN (Serialized Global Trade Item Number).
Note: RedBeam RFID currently only supports data stored in the EPC memory bank of EPC Gen 2 tags. The TID and User memory banks are not used by the application.
Tag Prefixes (Optional)

A prefix is a 2–6-character Hex value encoded at the beginning of every tag. They are used to filter out tags not part of your system (retail tags in the same area). 
Hex Encoding

If the system is configured for Hex, tag values can contain all digits (0-9) and characters A-F, holding twice as many characters as ASCII. For example, a standard 96-bit EPC Gen 2 tag can store 24 Hex characters.
Hex is best for numeric-only IDs or limited characters when a maximum length is required. With a prefix of 4-6 characters, 18-20 characters can be used for the unique ID.

ASII Encoding
If the system is configured for ASCII, it supports the most printable characters from ISO 8859-1 (also known as ISO Latin 1), containing most characters used in English and other Western European languages. Because it uses more memory than Hex, fewer characters fit. For example, A 96-bit EPC tag can store 12 ASCII characters. 
ASCII is best when IDs require letters, numbers and symbols. With a prefix of 4-6 characters, 8-10 characters can be used for the unique ID.

SGTIN Encoding
A system should be configured for SGTIN when companies must follow standards-based encoding defined by GS1. RedBeam SGTIN will automatically extract the EPC into 
· Manufacturer (Company Prefix)
· Model (Item Reference)
· Serial Number
SGTIN is best for organizations needing GS1 compliance or detailed unit-level traceability.

Web Application
Users access the interface for the application through compatible web browsers including Internet Explorer 11, Firefox, Chrome, Safari and Edge. 
To access the application, browse to app.redbeam.com.

Enter your login credentials on the Login screen at app.redbeam.com or login with Google, Microsoft or other integrated authentication system.  If forgotten, users can reset their passwords from this screen by entering your email address and clicking Continue. 
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The application opens to the Dashboard​​ screen, which provides a snapshot of key RFID data in the system.  
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Additional functionality can be accessed using the tabs on the left.

Administrator rights grants access to the following functions:
· Dashboard
· Items

· Reports

· Items

· Item Location History
· Item updates

· Workflows

· RFID

· Setup

· Locations

· Company
· Building

· Location
· Location Types

· Item Data

· Types

· Statuses

· Drop Down 1

· Drop Down 2

· Drop Down 3

· Drop Down 4

· Drop Down 5

· Label Printing

· Label Templates

· Sequential Printing

· Customization
· Additional Item Fields
· Location Names

· Access

· Users

· Roles

· API

· Documentation
User rights grants access to the following functions:

· Dashboard

· Items 

· Reports
· Items

· Item Location History

· Item updates

User Menu
The User Menu is accessed by clicking the [image: image8.png]


icon in the top-right corner of the application. The drop-down menu includes:
· User Display Name

· Application Use Case - Tenant Display Name

· Profile 

· Help 

· Application Reset
· Logout 

· Dark Mode
· Version Number
The Profile menu displays your:

· Display name

· Email address

· Assigned User Role

· Contract ID (unique identifier for your account)
From the Profile menu, you can also reset your password.
Help → Application Reset

The Application Reset option forces a sync of your account in case of network disturbances.
⚠️ Warning: Un-synced updates will be lost during reset. This primarily impacts offline users. A confirmation prompt is shown before proceeding.
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Logout

Logs you out of the application and returns you to the Login screen.
Dark Mode

Enables dark mode, inverting the color scheme of the application.
Version Number

Displays the current RedBeam software version. This value updates automatically with new releases.

Dashboard

The Dashboard displays graphs and charts reflecting key system statistics. The data in these charts and graphs can be exported to a csv file format using the Export ([image: image10.png]


) button. Filters (if available) can be used by clicking the Expand (
[image: image11]) button. 
Dashboard panels include:

· Items by Item Type – based on items in the database. 
· Items by Location – based on last seen location. 
· Location Changes by Item Type – based on date range defaulted to last 3 months.
· Location Changes by Location​ - based on date range defaulted to last 3 months.
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Items Page
The Items tab contains your item database. From here, you can: 

· Create new items 
· Edit existing items (manually or in batch-style via spreadsheet/CSV import)  

Before adding items manually, it is recommended to first define item attribute data (e.g., categories, locations, or other attributes). These will appear as drop-down options in each item record. See the Setup tab section for detailed instructions.
Users can customize the item grid.

· [image: image13.png]


 icon- Adjust the display of columns

· Hide Columns [image: image14.png]


 icon- Toggle column visibility

· Reorder Columns- Drag and drop field names to change their order. 

Note: Grid customizations are stored per browser. Your changes will not affect other users’ views. 
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Creating, Deleting and Editing Items
The Items tab allows you to create, copy, edit, delete and batch import items in your RedBeam database. 

Creating Items
To create an item manually:

1. Click the New Item [image: image16.jpg]


 Button
2. Enter the Item ID- the unique identifier for each item 
a. Can be alphanumeric up to 100 characters
b. Most organizations opt for short numeric values. 

3. Fill in any additional item information as needed

4. Click Save to add the item to the database
Copying an Item
To duplicate an existing item’s metadata, select the item and click the Copy button. Make any necessary edits, then click Save.
Editing Items

To edit an existing item, click its record in the grid. Use the [image: image17.png]


Search icon to quickly locate items. Changes are saved when you click Save. 

Deleting Items

Select the item you wish to delete and click the Delete button.  A confirmation message will appear before the deletion is finalized.

Batch Import and Updates

RedBeam allows you to create or update multiple items at once using a spreadsheet or CSV file:
1. Click the Import [image: image18.png]


icon and select your file.
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2. The import tool maps your file’s column headings to RedBeam fields
a. If a column does not match, a red error message appears
b. You can exclude the column or manually map it using the edit icon[image: image20.png]



3. Click Import once all columns are mapped.
4. RedBeam displays any records that failed to import and explains why
a. You can download a file listing failed records with detailed error messages. 
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Note: Batch importing will never duplicate or delete existing data. It only creates new items or updates existing ones. 
Auto Add
RedBeam RFID can automatically add items to the system when an RFID tag is read.

· During setup, the system can be configured to recognize tags with a specific prefix.

· When a matching tag is detected, a new item is created in the Items list.

· The Item ID is automatically set to match the Tag ID.

· Additional attributes can be added or updated later once the item is in the system.

Details
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Items in RedBeam RFID can be defined by multiple attributes. The standard attributes include:

· Item ID (also known as Asset ID) – A unique identifier for the item. It does not need to match the Tag ID.

· Description – Open-text field for describing the item.

· Serial # – The item’s serial number.

· RFID Tag ID – The EPC information from the RFID tag, displayed in Hex, ASCII, or SGTIN depending on the system configuration.

· Company* – Part of a three-tier hierarchy (Company → Building → Location).

· Building* – Associated with a Company; see hierarchy note below.

· Location* – Associated with a Building; see hierarchy note below.

· Item Type – Categorizes the item by type or function.

· Item Status – Categorizes the item based on its current condition or state.

· Custom Attributes – If enabled, additional fields appear under the Custom tab. See the Custom Fields section for details.

* Hierarchy Note: Company, Building, and Location form a nested structure in which a Location belongs to a Building, and a Building belongs to a Company. Refer to the Setup section for more details.
*GPS Coordinates will be enabled for specific use-cases such as Yard Tracking.
Item Read History Tab
The Read History tab lets you view each instance an RFID tag was read, showing the time, location, and the device that recorded the read.
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Item Change History Tab
The Change/ Audit History enables users to view the entire history of location​ changes​ for a given Item as well as any status​ changes.
Reports

RedBeam automatically generates reports. By default, the system includes three reports:

· Items Report
· Item Location History Report
· Item Updates Report
· All reports support:

· Filtering and saving filters

· Customizing column order and visibility

· Exporting data
Filters
If you frequently use the same filtering criteria, you can save personal filters using the Save Filter ([image: image24.png]


) icon.
Admin users can save shared filters for all account users using the Save Shared Filter [image: image25.png]


icon.
To save a filter:

1. Select your filtering criteria in the Filter By Pane.

2. Click the appropriate icon (personal or shared).

3. Name the saved filter.

Access saved filters via the Saved Filters Pane. Delete a saved filter by selecting it and clicking the Delete ([image: image26.png]


) icon.
Customizing the Report
Use the Edit Grud [image: image27.png]


 icon to adjust your report view. Hide or show columns with the [image: image28.png]


 icon, and reorder columns by dragging the field names. 

Note: Grid customizations are per-browser; your changes do not affect other users.
Exporting Data
Export report data using the [image: image29.png]


 icon. Exported files will reflect the current column order, column visibility and filters configured in the grid. 
Items Report

The Items Report ​​is a snapshot of each item and their current and last scene location.  The report can be filtered by selection or inputting the:

· Item ID

· Last Seen Date range

· Company
· Building

· Location
· Status

· Type

· Any defined custom fields
The report can be exported by selecting the download button ([image: image30.png]


) and will be exported as a CSV file.
[image: image31.png]A Dashboard

€ Iltems

B Reports
ltems

Item Location
History

Item Updates
"8 Workflows

& RFID

£ Setup

@ Access

Filter By

From

To

Saved Filters

B x

B x

Description
RB110011 Men's T-Shirt
RB110012 Women's T-shirt
RB110013 Golf Pants
RB110014 Tennis Skirt
RB110015 Sneakers
RB110016 Football Cleats
RB110017 Basketball
RB110018 Fishing Rod
RB110019 Men's T-Shirt
RB110020 Men's T-Shirt
RB110021 Women's T-shirt
RB110022 2 Person Camping Tent
RB110023 Kayak
RB110024 Men's T-Shirt
RB110025 Women's T-shirt
RB110026 Men's T-Shirt
RB110027 Tennis Skirt
I

(2

Company

Inventory 1

Merch Display 1

Returns Desk

Merch Display 1

Shoe Display

Merch Display 2
Returned Merch Storage
Inventory 2

Receiving

Dressing Room 1
Dressing Room 2
Damaged Merch Storage
Merch Display 3
Inventory 1

Inventory 2

Returns Desk

Merch Display 1

Items A ' ®

Inventory 1

Merch Display 1

Returns Desk

Merch Display 1

Shoe Display

Merch Display 2
Returned Merch Storage
Inventory 2

Receiving

Dressing Room 1
Dressing Room 2
Damaged Merch Storage
Merch Display 3
Inventory 1

Inventory 2

Returns Desk

Merch Display 1

Shoe

Merc

Retur

Inven

Recei

Dress

Dress

Damz

Merc

Inven

Inven

Retur

Merc




Item Location History Report
​​View every tag movement in the Item Location History Report.  This report can be filtered by the same criteria as the Items Report with the addition of Serial Number and RFID Tag ID.
The report can be exported by selecting the download button ([image: image32.png]


) and will be exported as a CSV file.
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Item Updates Report

The Item Updates Report ​​allows users to view each time items were edited. This report can be filtered by Item ID, the User who made the change, date range, Location, Status and Type.

Workflows
Workflows in RedBeam allow you to set up custom “if-then statements” that automatically trigger actions. While RFID reads capture what, when, and where, workflows apply business logic to the data, enabling automated responses and updates.

Creating a Workflow
1. Click on the green plus [image: image34.png]


button in the bottom left corner. 
2. Give your workflow a name and description. 
3. Use the Enable/Disable toggle to activate or deactivate the workflow at any time. 
Defining the “If” Statement

The “If” portion of a workflow specifies which items trigger an action and under what conditions.  

What Type of Item
· Click the green plus button to select specific items that will trigger the workflow
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What is Updated

· Specify the update that triggers the worfklow such as when a tag enters or exits a location.
Defining the “Then” Action
After setting the trigger conditions, define the action(s) to execute: 

· Send an Email

· Update an Item Field
· Activate GPO (Light or Alarm)

· Send a RESTful Http message (notification to a custom endpoint)
· Forward over MQTT
Defining Variables

When sending an Email or a RESTful Http message, you can include dynamic variables in the message body:
· {{assetNo}} – Item ID

· {{timestamp}} – The time of the read.

· {{location}} – The location where the Item was read. 

· {{tagId}} – Tag ID’s Hex Value

Email Options: Enter one or more email addresses in the Enter an email address here field, separated by commas.
RFID
The RFID Readers ​​screen allows users to manage all networked RFID readers used to collect data with RedBeam RFID.

Fixed readers must be pre-configured with the RedBeam RFID settings to work with the system.  

Once a pre-configured reader is connected to the Internet, RedBeam RFID automatically populates the reader’s 
· IP Address
· Type
· MAC Address
· Firmware Version.
While the fixed reader client software is required for proper configuration, readers can be manually configured in advance of network connection.  Pre-configuration is typically done when deployment requires readers to be set up before being physically deployed on-site. 
Adding and Editing Fixed RFID Readers
New RFID readers typically auto-register when connected to an Internet-enabled network. In certain cases, however, readers may need to be configured before being brought online.
Adding a New Reader 

1. Click on the Add​​ Button [image: image36.jpg]


.

2. Fill in the required fields 
a. Hostname 
b. Company (top tier of Locations)

c. Building (second tier of Locations)

3.  Description is optional. 
Note: After saving, the Edit and Device Settings tabs become available. 

Heartbeat and Offline Status
The Last Seen value will update at the end of each Heartbeat interval. 
If the reader doesn’t respond within a Heartbeat interval:

· The Offline field will display a Yes 
· An email is sent to all Administrator notifying them of a connectivity issue

To enable email notifications, toggle Offline Email to Yes in Device Details.
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Editing an Existing Reader
1. Select the reader from the grid
2. Make changes in the right-side detail pane.
3. Use the following options:
· Click the Save ​​button ( [image: image38.jpg]


 ) to save record changes.

· Click the Cancel​​ button ( [image: image39.jpg]


 ) to discard changes.

· Click the Delete ​​button ( [image: image40.jpg]


 ) to delete the record.
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RFID Reading Tab
RFID Reading is where you manage antennas connected to the system.
 Adding Antennas
1. Select the Company and Building where the RFID fixed reader is located. 
2. Specify the number of ports the reader has.

3. Click the blue plus button to add antennas:
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Antenna Settings
· Cool Down – The time (in seconds) between consecutive reads of the same RFID tag by this antenna. 
· Port - Assigns a port number to the antenna.  
· % Power - Adjusts the antenna’s read range (1-100)

· If a power level of 0 is needed, the antenna should be deleted.
· Location - Required for each antenna. When a tag is read by this antenna, the Location field on the corresponding item in the Items page is automatically updated. 
Advanced settings 
Advanced settings allow users to configure device-level parameters.  Values set here override Default Reader Settings and System Default Settings.

Received Signal Strength Indicator (RSSI) 
Defines the minimum signal strength (in dBm) a tag must have to be reported by the reader. Range: -10 dBm to -100 dBm.
· Lower values (closer to -100 dBm): Maximum coverage but may include unwanted/stray reads.
· Higher values (closer to -10 dBm): Limit detection to nearby tags, improving accuracy in dense environments.
Tip: Start with the default and adjust gradually. 
· If you see too many stray reads, move toward -10 dBm. 
· If nearby tags are missed, move toward -100 dBm.
Tag Prefix (Optional)

Restricts the reader to recognize only tags that begin with a specified sequence of characters. 
· The prefix must be defined in hexadecimal format.
· When applied, the reader will automatically remove (strip) the prefix from the reported value before passing it to the system.
Note: Ensure the configured prefix matches your tag encoding scheme. Tags without the prefix will not be reported.

Raw Antenna Settings
Advanced antenna parameters allow fine-tuned control of how the reader communicates with the RFID tags.

Important Note: Changing these settings without expert guidance can reduce or prevent tag readability for your project.

· Session - Determines how the reader manages tag responses over multiple read cycles.
· SL Flag - A flag used to further filter which tags respond during inventory.

· Inventory State (Target) - Controls whether tags in a certain memory “state” are targeted for reading.
· Tag Population - An estimate of the number of tags in the field to help optimize performance.
· RF Mode (Link Profile) - Defines the radio settings (modulation, data rate, etc.) that affect read range and speed.
RFID Settings Tab
The Default Reader Settings tab allows you to pre-configure variables that are used repeat across the system system. 
· For fixed RFID readers, all settings apply

· For mobile RFID readers, only the Tag Prefix applies 
If no Default Reader settings and no Device Settings are configured, the system uses the following System Settings:
· Heartbeat: 900 seconds (15 minutes)

· Prefix: None
If Default Reader values are entered

· Any setting left blank or with a value of 0 value will inherit the default value, even though the field continues to display as blank or 0.
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Reader-Level Settings

These parameters can be configured for each reader:  

Device Check-In Interval:
· Defines the time (in seconds) between RFID reader check-ins with the server for configuration updates. 
· A successful check-in confirms an active network connection between the RFID reader and the web server. 
· The Offline field is triggered after three consecutive missed heartbeats.  
· Note: A longer heartbeat interval means it may take more time before the reader is marked offline.  
· Important: Tag reads are always transferred automatically and do not wait for the heartbeat.
Tag Prefix
· Specified a reader-specific encoding prefix in hexadecimal format.

· Prevents recording of tags that do not match the configured prefix

· Also applies to all mobile RFID readers running RedBeam RFID.

Setup

The Setup area allows administrators to configure dropdown options and supporting data throughout RedBeam RFID. These settings streamline item management, enforce consistency, and support automation features like Workflows and Fixed Reader assignments. 
Metadata Dropdowns

Users can create and manage dropdown options for item metadata fields in the Setup Locations and Setup Item Data tabs.

· Add options manually with the Add [image: image44.jpg]


 button.

· Batch import options from a spreadsheet or CSV using the Import[image: image45.png]


icon.

· Integrate via API for advanced or automated updates (see the API section for details)
· Export options at any time with the Export[image: image46.png]


 icon.
· Delete one or multiple options with the Delete [image: image47.png]


icon.
· Edit by selecting an option in the grid and updating its details.
Locations 
Locations represent the physical or virtual places where items can be assigned.

· In RedBeam RFID Mobile, locations can be selected when moving or assigning items (see the Mobile section).

· In Fixed Reader configurations, locations are assigned to antennas to automatically capture item movements (see the RFID section).
Hierarchy

· RedBeam uses a three-tier nested hierarchy:

· Company → Building → Location
· Each Location belongs to a Building, and each Building belongs to a Company. 
Note: The hierarchy labels (Company, Building, Location) can be renamed to match your business model (Warehouse, Area, Zone). See the Customization section for more details. 
Location Types
You can create Location Types to group locations under a shared category.

· Example: “Storage,” “Production,” or “Shipping.”

· Location types are especially helpful for Workflows, where actions may depend on the type of location involved.
Item Data

The Setup Item Data Tab allows you to manage dropdown for:

· Item Types (Laptop,” “Pallet,” “Forklift”)

· Item Statuses (“In Use,” “Available,” “Under Repair)

· Custom fields configured for your organization. 
Label Printing
The Label Printing tab allows you to:

· Set up a compatible label printer
· Create and manage label templates 
· Print sequential labels.

Printer Setup Instructions
If you are setting up a Zebra ZT411 printer for the first time, begin by performing two calibrations in order:

1. Manual/Media Calibration 
2. RFID Calibration. 
Note: Follow Zebra’s official instructions for these calibrations before proceeding. Once both are complete, continue with the steps below to connect your printer to RedBeam.
Phase 1: Hardware Setup
Before labels can be printed from RedBeam, the printer must be connected to your network and assigned an IP address.
1. Load RFID tags into your Zebra printer.

2. Connect a network cable to the rear of the printer and plug the other end into an available port on your network.
3. Connect the power adapter to the printer and plug it into an available AC outlet. 
4. Power pm the printer by pressing and holding the Power button for ~5 seconds, then release.

5. Once the printer finishes powering on, press and hold the Feed and Cancel buttons for two seconds, then release.  
· The printer will print a configuration page showing its IP Address.
· By default, new printers obtain an IP address via DHCP.
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Phase 2: Install Zebra Browser Print Utility

6. Download Zebra Browser Print for Windows  (zebra-browser-print-windows-v131445.exe). 

7. Right-click the downloaded file and select Properties > Compatibility > Change high DPI settings.
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8. Check both boxes, select System from the dropdown, then click OK twice. 
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· Double-click the installer and follow the prompts (Next → Install → Finish).

·  Keep the box checked for Launch Zebra Browser Print before clicking Finish.
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9. Accept the security prompt when asked.
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10. If your browser shows “Connection isn’t private,” click Advanced → Continue to localhost.
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11. Select Yes to allow your computer access to the Zebra printer.
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Phase 3: Configure the Printer in Browser Print
12. In your Windows task tray, click the Browser Print icon.
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13. Under Added Devices, select Manage.

[image: image56.png]. Browser Print Settings

DefaultDevices: S
= “
Accepted Hosts
focalhost
Delete Selected Clear st
Blocked Hosts
Delete Selected Clear st
[ Broadcast Search [Joriver Search
Clar Settings





14. Enter a printer name (this is how it will appear in RedBeam)
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15. Enter a printer’s IP Address (from step 5) in Device Address, then click Add.
Phase 4: Print Labels from RedBeam

16. Log in to your RedBeam account and go to the Items page. 

17. Select one or more assets by checking the box. 
18. click the Printer [image: image58.png]


  icon. 
19. Choose your Zebra printer from the dropdown list.
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20. Click Yes to allow RedBeam access to your Zebra printer.
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Your Zebra ZT411 printer is now fully configured and ready to print labels from RedBeam. 

Label Templates

Label templates define the format and content of the labels you print from RedBeam.

1. Create a Templates
· click the Add [image: image61.jpg]


 button
· Enter a Template Name that clearly represents the label (My Company Asset Label).
2. Select Label Type 
· Choose from one of the supported formats:

·  Silverline Blade II+ RFID on metal tag
· Nnon-RFID 2” x 1” tag. 

To add content to the label, click the [image: image62.jpg]


 button in the Label Content section and choose from Fixed Text, Barcode, QR Code or RFID.
Choosing Fixed Text allows the user to enter a line of text that will always appear on the label.

Choosing Barcode or QR Code allows the user to populate the label with a barcode and its corresponding human readable value. RFID adds the universal symbol for RFID on the top of the tag.
Click Save to save the label format.
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Sequential Printing

It is common for users to implement an tracking system for the first time to start from scratch without tags or Item IDs.
If this is the case, a great first step is to print and encode a series of sequential labels.  

To print sequential labels from the Sequential Printing screen, enter the starting number (i.e. 100) in the Start field and the ending number (i.e. 199) in the End field.  Then select a Printer and a Label Template.  A preview of the labels will be displayed.  Click Print to print the labels. 

There are several other options to choose from when printing sequentially.  

To add a prefix to all the labels being printed (i.e. ABC), enter the prefix in the Prefix field.  Labels starting at 100 will print as ABC100, ABC101 and so on.

The increment can be changed to something other than 1 by changing the value in the Increment field.  When this value is 1, labels starting at 100 will increase one at a time (i.e. 100, 101, etc.).  If this value is changed to 2, as an example, the labels will increase 2 at a time (i.e. 100, 102, etc.).

To keep asset labels all the same number of digits, enter the number of digits desired in the Pad to Maximum Length of field.  If this value is 4, as an example, labels starting at 100 will print as 0100, 0101, etc.
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Customization
Additional Item Fields
Administrators can rename and organize custom item fields to better fit their organization’s data needs.

· Enter the desired field title in the appropriate position.

· Click Save to apply your changes.

Location Names 

Administrators can also customize the display names for the three-tier location hierarchy — Company, Building, and Location — to align with internal terminology (e.g., Warehouse, Area, Zone).
Access
Users
The Users​ page​ allows Administrators to view​,​ update​, ​and delete ​​users within RedBeam.
To add a new user:

1. Click the Add button ( [image: image65.jpg]


).

2. Complete all required fields, including the Role dropdown.

· The Role field allows Administrators to assign predefined system roles or custom roles created in the Roles tab.

3. Click Save to create the user record.
To edit or delete an existing user:

1. Select the user from the grid to open the detail pane.

2. Make the necessary updates, then:

· Click Save to apply changes.

· Click Cancel to discard changes.

· Click Delete to remove the user.
Roles

The Roles tab allows Administrators (and any users granted access to this page) to define or modify system roles. Roles control user permissions across pages, features, and devices.
To create a new role:

· Click the Add button ([image: image66.jpg]


) to start from scratch, or
· Select an existing role in the grid and click the Copy button to duplicate it.
Enter the Role Name and a brief Description for reference.

An Overview window will appear, explaining that roles can be customized by enabling or disabling access to:

· Entire menu pages

· Specific features within each page

· Device-based visibility (desktop, tablet, or mobile)
You may also control whether the role automatically gains access to newly released RedBeam features.

· When an individual permission toggle is in a neutral (middle) state, the global Enabled/Disabled setting will determine its default behavior.

· Enabled = defaults to Yes
· Disabled = defaults to No
From the Overview, click the icons beside each page name to adjust access:

· Full Visibility (all devices)

· No Visibility
· Desktop/Tablet Only
· Mobile Only
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API Page
The API page provides developers with access to the RedBeam RFID RESTful API, enabling seamless integration between RedBeam RFID and other systems using standard HTTP REST calls.
This page uses the Swagger (OpenAPI) specification to present interactive documentation. Swagger allows developers to explore endpoints, review parameters, and test requests directly from the browser.
If unfamiliar with Swagger, view an introduction here.
Developers can also generate client code in their preferred programming language to interact directly with the API.

Authentication

All API requests require a valid JWT (JSON Web Token) for authentication.
How to Obtain a JWT:
· Use the Security API (on this page) to log in and retrieve a token programmatically, or
· After logging in through the RedBeam web application, open your browser’s developer tools and copy the JWT from the request headers.
Include your token in the request header:

Authorization: Bearer YOUR_JWT_TOKEN_HERE
Note: Tokens are user-specific and time-limited. When a token expires, you must request a new one through the authentication endpoint.
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Mobile Functions
The mobile application must be downloaded from the Google Play Store if located in North America on a compatible mobile RFID reader.  For a list of compatible mobile readers, please see the Overview section at the beginning of this User Guide.
The system’s main functions include:
Update: Allows users to pull up one item by its Tag ID or Item Number and view and/or edit attributes about the item including location.
Mass Update: Allows users to update multiple attributes about an item including location.
Find: Allows users to access a Geiger counter. 

Encode: Allows users to encode RFID tags
Update
RedBeam users can create, edit, view and delete Items and Item Details of one individual items with the Update page.

Simply read one RFID tag at a time, scan a singular barcode or type the Item ID to pull up the Item. Create a new Item by reading a tag that does not exist in the system.

Tip: Because this function helps update one item at a time, it may be helpful to power down the RFID read range. Click on the Blue RFID button to the left of the text bar to edit.
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Mass Update
RedBeam users can update multiple Item Details for multiple Items simultaneously with the Mass Update feature. 
The RFID Power slider allows users to decrease the read range of the mobile RFID reader if necessary. 

Then click the Blue Plus Button to select the field values to update. 
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Once values are selected, pull the trigger on the RFID mobile reader. All known tags in the area will be displayed on the grid unless Show Unknown Tags is enabled.
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The system will continue to add newly found tags if the trigger is pulled.  The Item ID & Tag ID of the item will be displayed.
To clear all items, click ([image: image73.png]


) 

To save the location updates, click ([image: image74.png]


)
To select a specific item or items, click on the checkboxes next to each item.
To locate a specific item, select the Item and click Locate.  
Find
The Find function is helpful when a tag with a known Item Number or round-about location needs to be homed in on with RFID. 

Enter the Tag ID of the item you need to locate or enter Location Details of the item. 

Tip: Although you may not know the exact location details at this point, knowing at least the last known Company or Building of the item can increase your chances of finding the item.
Entering the Tag ID and/or Location Details will automatically populate the grid with Items filtered to your search.
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To begin searching for a tag, click on it from the grid and move the reader slowly through the area.  As you move closer to the tag, the visual display will show more bars and the beeping sound on the device will speed up.
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Encode
The Encode function allows you to create a user-defined Tag ID into a single RFID tag. 
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The power setting on the reader will increase or decrease the read range.  To change the power settings, move the slider to the desired setting. For encoding, the range should be as minimal as possible to avoid reading multiple tags.
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Type the desired tag value in the New Tag Value text box, hold the mobile RFID reader over the tag and click Encode. 

The Tag ID must be in valid HEX (characters 0-9 and A-F). For more details, see the Overview section of this document.
Toggle on the Encode on Scan option to automatically encode a tag after reading a barcode.
Once Encode is clicked, possible messages include:

· Success: Encoded!

· Fail: Multiple Tags in Range – To address this, reduce power or move away from other tags.

· Fail: No Tag Found – To address this, increase power or move closer.

· Fail: Encoding Error – In this instance, the tag may be damaged or may not be able to be encoded with as many characters as were entered.

*Tags encoded from this screen will have the prefix defined in Default Reader Settings from the web application.
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